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Data science

Data use

Data quality

Data bias

Best practices for data collection, sharing, and use

Data science workforce

Textbook on applications, uses, and challenges (Spector, 2023)

Reminder: data is plural; datum is singular
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Data use

Even before widespread adoption of
EHRs, recognized value for “secondary
use” or re-use of data (Safran, 2007)

Data thought to be “new oil” but
actually “new soil” (Smart, 2021)

Opportunities

« Beyond structured data of EHR in
unstructured (narrative) data (Tayefi, 2021)

« Variety of uses, including beyond EHR (Liu,
2022)

 Including generation of “real-world evidence”
from EHR and other clinical data (Bastarche,
2022)

T N

g

Clinical
Demographics, EHR Data,
Lab Test Results, Diagnoses,
Procedures, Pathology/

=

Medication
Medication Orders,
Administration
(Dose, Route, NDC/RxNorm

Histology Data, Radiology codes), Concomitant
Images, Microbiology Data, Therapies,
Provider Notes, Admission/ Point of Sale Data,

Discharge and Progress (Prescription & OTC)
Reports, Performance Status  Prescription Refill, Allergies

€}

[¢)
Mobile Health Environmental
Fitness Trackers, Climate Factors,
Wearable Devices, Pollutants, Infections,
Other Health Apps Lifestyle Factors (diets,
Measuring Activity and stress), Other
Body Function Environmental and

Occupational Sources

$

Claims

Medical Claims,
Prescription Drug Claims,
Other Drug and Treatment
Use Data

Patient Reported

Patient Reported
QOutcomes, Surveys,
Diaries (diets, habits),
Personal Health Records,
Adverse Event Reporting,
Quality of Life Measures
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Molecular Profiling
Genomic and Genetic

Testing Data (SNPs/Panels),

Multi-Omics Data
(Proteomics,
Transcriptomics ,
Metabonomics,
Lipidomics), Other
Biomarker Status

Social Media

Patient Communities,
Twitter, Facebook,
Blogs

£

Family History

Historical Data on
Health Conditions and
Allergies Relating to
Patient and Extended
Family, Smoking
Status, Alcohol Use

Literature

Disease Burden, Clinical
Characteristics,
Prevalence/Incidence,
Rates of Treatment,
Resource Use and Costs,
Disease Control, Quality
of Life Measures




Data readiness and usability

Data readiness (Douhit, 2021)
Data usability (Sequoia Project, 2022)

« Data provenance and traceability of changes

Knowledge of data origin,
location, and changes

The ability to exchange (read

and write) data as needed
\

|
 Effective use of codes in shared information |

——

« Reduce impact of duplicates '

The presence of the data
in the required format

» Data integrity/trust

« Datatagging/searchability

Quantitative dimensions of
data usefulness

» Effective use of narrative for usability

Health Information Technology (HIT) Context
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Data quality

Long known that data quality and accuracy not a top priority for busy clinicians
(de Lusignan, 2006)

Quality issues include
« Quantity
« Caveats
« Heterogeneity
 Missingness
* Inaccuracy
« Drift
« Bias
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Data quantity

One challenge for data quality is its quantity

Large quantities of data, especially in EHR

« Average pediatric ICU patient generated 1348 information items per 24 hours (Manor-Shulman,
2008)

« Average hospital admission had 137,882 tokens (discrete pieces of data), which increased to
216,744 at discharge (Rajkomar, 2018)

Parts of EHR may be more difficult to process
« Much data “locked” in text (Hripcsak, 2013)

« Even structured data may not be usable in purely automated manner for clinical score
calculation (Aakre, 2017)
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Quantity of data in EHR varies across patients and
conditions

Patients get care at different places (Bourgeois, 2010; Finnell, 2011)
Sicker patients have more data (Weiskopf, 2013; Rusanov, 2014)

Informed presence bias — people in EHR different from those not getting care
(Goldstein, 2016)

Data completeness varies by patients; filtering by completeness may bias data
(Weber, 2017)

Absent and discordant EHR documentation of complementary and alternative
medicine in cancer (Stan, 2018)

Some rare diseases have long lead-time for diagnosis, e.g., Peter Embi
pheochromocytoma only in record of institutions after diagnosis (personal
communication)
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Caveats for use of operational EHR data

May be (Hersh, 2013)
* Inaccurate I Order Entry Data
* Incomplete (o o
« Transformed in ways that undermine meaning g ‘ _—_— 7 g
« Unrecoverable fgﬁ ety (
«  Of unknown provenance 8 L \, j ’

° Of I ns Uffic ie nt g ranu Ia r Ity Medication | Synthetic Variable |

Administration | Aggregating Potential |

* Incompatible with research protocols | Record AR | | ~Sources of Tt |

EHR data for secondary analysis — “best of the worst” (Agha-Mir-Salim, 2024)
 EHRis "forced structure”
« Limitations reduce reflections of real-world diversity of patients and their diseases
« EHR vendors do not design human-centered systems that encourage high quality data capture
« Data harmonization inadvertently adding a layer of bias

« Clinical translation of Al models trained on “high-quality” EHR data that may not reflect data captured in other
settings

Medication
Reconciliation Data
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EHR data problems — heterogeneity

Challenges in interoperability with different and same EHRs (Glynn, 2019;
Bernstam, 2022)

Difficulties in digital phenotyping from EHR data (Bastarche, 2021)

EHR-derived datasets like N3C difficult to identify and control for underlying
cross-site heterogeneity, such as completeness and standards (Brown, 2021)

Missing and inaccurate data undermined response to COVID-19 pandemic
(Arvisais-Anhalt, 2021)

Issues raised by patients not always captured in notes (Weiner, 2024)
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Data missingness

Missing data in EHRs can
lead to biased estimates of
treatment effects and false-
negative findings (Zhou,
2023)

Many reasons for
missingness in EHR data -
need methods to identity
and control for predictive
models (Lin, 2025)
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Health Care Seeking _ Documentation _ Data Preparation
[ Missing at person } Missing records |
or encounter level T e R S R P e
i A4 \, 7 2 SRS
Encounters with health i | Extract data from source |} il %
professionals : database(s) ; ¢ [ External datat | !
i E— =4 [ETLtools ! i I i
Patients have = v i Med|c§l hlst0|:y, examination, | ; ! Query/mapping/ : : Data warehouses |
symptoms or il v diagnostics, survey P i i : :
e "| health system(s) : T i%j| damtransormation | i [ Studyprotocol |
health conditions : ! | Diagnosis i TLoad : i I
Clinic, hospital, emergency | : = i i[ Data warehouse (EHR) | Preparation of analytic
department, ambulatory | | Interv?ntlons | : ; i data set i
surgery center, nursing | ; Prow i i[Quality control/validation |} -
home, telehealth, etc. | i | Longltudimal = | i ‘I I’

Reasons for Missingness and Examples

Information loss due to study
design and/or data cleaning

Missed hospital visit, information
loss during documentation

Reasons for avoiding
medical care or barriers
to health care access

¢ Missing data caused by data
preprocessing (e.g., Winsorization
of extreme values)

* Inconsistent units

e Coding of variables

e Diagnostic coding errors
® Unmeasured information
¢ Unrecorded information

e Lack of insurance
o Fear of diagnosis
* Time constraints
 Transportation

¢ Language barriers

Missing Data Categories+

Absentdata |11 Ghastdatal

Vanished data Vanished data

-




EHR data problems - inaccuracy

Patient exam findings in notes — higher for EHR than paper (Yadav, 2017)

Mismatch between medications mentioned in notes vs. actually prescribed
(Ashfaq, 2019)

Discordance between what physicians document vs. what they ask and
examine (Berdahl, 2019; Weiner, 2020)

Patient-discovered errors
« Onein five patients identify errors in their records, with 40% of errors “serious” (Bell, 2020)

« 6.5% of patients reading notes requested corrections (Nguyen, 2022)

-
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Inaccuracy related to specific elements and situations

Inaccuracies in problem lists undermines risk adjustment (Daskivich, 2018)

Misclassification of diabetes type and episodes of ketoacidosis in clinical data
warehouses (VanderWeele, 2018)

Pathologists make errors in assigning elements of LOINC codes (Stram, 2020)

Data quality for clinical decision support in hypertension inconsistent (Dorr,
2021)

Deceased patients not well-identified in EHR — one health system found 19%
marked alive in EHR, a problem not only for data quality but also resulting in
patients and families continuing to be contacted (Wenger, 2023)



Inaccuracy of specific elements (cont.)

Missing or inaccurate SDOH data (Cook, 2021)
In AllOfUs, inaccuracies of patient height and weight (Guide, 2024)
Errors in race or ethnicity in pediatric records (Freed, 2024)

Filtering for completeness of records may introduce race or ethnicity bias
(Cortina, 2024)

Stigmatizing language may undermine accuracy (Barcelona, 2024)
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Dataset shift/drift

Dataset shifts due to changes in
technology, population and
setting, and clinician or patient
behavior (Finlayson, 2021; Knaus,
2022)

Impacts models using data
(Nelson, 2025)

TYPE OF DRIFT/CHANGE

Data Drift (Feature Drift)

DESCRIPTION

Changes in the
statistical properties or
patterns of the input
data.

EXAMPLES

Introduction or withdrawal of medications.

Changes in data collection or documentation (e.g. new EHR
system).

Shift in patient demographics (e.g. aging patient population)
Adoption of new clinical practice protocols or guidelines.

Label Drift Changes in the = Redefined of clinical outcomes (e.g. how re-admissions are
definition of the model counted).
output (labels). = Changes in diagnostic criteria.
= Updates in coding systems (e.g. ICD-9 to ICD-10 codes).
= Policy changes affecting quality metrics or treatment protocols.
Concept Drift Changes in the = Evolving medical knowledge altering understanding of

relationship between
input features and
output labels.

diseases.

New treatment protocols becoming standard of care.
Technological advancements in diagnostic tools.

Emergence of new diseases or antibiotic-resistant infections.

Covariate Shift

Changes in input data
distribution, when

the input-output
relationship remains the
same.

Applying a model trained on adults to pediatric patients
Using the same model in different clinical settings.

Expanding Al use from physicians to nurses and pharmacists
altering input data distribution.

External Factors

Changes due to external
conditions like policy
changes or global
events that affect the
data.

New healthcare regulations or drug formulary adjustments.
Drug shortages leading to alternative treatments.
Pandemics and epidemics.

Seasonal Variation

Predictable, time-based
changes affecting data
patterns.

Increases in respiratory illnesses during certain seasons.

Seasonal health campaigns impacting healthcare utilization
patterns.

Weather-related health issues (e.g. Heatwaves).




Data bias

Racial, ethnic, and other biases that clinicians have get reflected in medical
records (Sun, 2022; Tahir, 2022)

De-identified data may obscure underlying health and economic disparities,
undermining respect and justice (Gross, 2022)

Children with asthma of lower socioeconomic status had higher rate of errorin
algorithm predicting exacerbation, mostly due to missing information (Juhn,
2022)

Including social determinants of health data improved sepsis readmission
prediction models (Amrollahi, 2022)
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Data bias may undermine trust in studies and algorithms

Embedded pragmatic clinical trials using clinical data at risk from biases in
data (Boyd, 2023)

« Incomplete and variable capture of data on social determinants of health

« Lack of representation of vulnerable populations that do not access or receive treatment

« Data loss due to variable use of technology

Many examples of data being “tortured” and transformed into disinformation
(Smith, 2023)

May be competing interests between digital health and indigenous data
sovereignty, e.g., “data colonization” (Cordes, 2024)
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Best practices for data collection, sharing, and use

Principles for health information collection, sharing, and use (Spector-Bagdady, 2023)
» Make research generalizable, especially to historically underrepresented communities
« Collect and use data with highest respect and transparency
» Educate and involve patients in its value
« Make research and its data accessible, interoperable, and replicated
« Adherence to appropriate government laws and regulations

Technical
« Must understand clinical workflow to avoid common pitfalls (Sauer, 2022; An, 2025)
« Metadata standards, e.g., HHS (HealthData.gov, 2025)

Governance

» Biomedical data repositories require governance, especially when used for Al/machine learning
applications, at every step (Clayton, 2025)

« Ownership — governance more important than public vs. private ownership (Piasecki, 2022) but need
trust in process (Dasgupta, 2026)
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Best practices (cont.)

Equity

« Must address mechanisms that introduce disparities in data and modeling and steps to reduce
them (Tjoeng, 2025)

« Must be accessible to all users, including researchers in low- and middle-income (LMIC)
countries (Nakayama, 2025)

Data
Representativeness

*Are patients
selected
representative of the
entire population?

*|5 there differential
in access to care?

*Do medical devices
accurately measure
data across patient
groups?
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Data Collection &
Categorization

accurate and
precise?

+|s the data
complete?

*What are the areas
for
misclassification?

«Are all patients
being approached
for consent for
research studies
equitably?

*Is the data collected

Data Analysis

*|s there residual
confounding in the
model?

*How is data
missingness
handled?

Algorithmic Fairness &
Bias Detection

*|s there statistical
bias presentinthe
madel?

*|s there a race-
based coefficientin
the model?

Implementation

*|5 the model being
applied uniformly
and to the correct
patient population?




Standards for data provenance — Data & Trust Alliance

Provenance Metadata Unique ID
Blockchain ledger ID

Username
Organization name

STANDARD DESCRIPTION

Lineage Identifiers or pointers of metadata representing the data which comprise
the current dataset

Source Identifies the origin (person, organization, system, device, etc.)
of the current dataset

Lega| rights Identifies the legal or regulatory framework applicable to the current

dataset, along with the required data attributions, associated copyright
or trademark, and localization and processing requirements

Other: Software/system name
Machine name
Sensor/loT device name
File name
IP Address

Attribution rights Other:

Copyrights or trademarks

Required data storage or processing geolocation
Applicable laws and regulations

Privacy and protection

Identifies any types of sensitive data associated with the current dataset
and any privacy enhancing techniques applied

Protected data classification

Applied privacy enhancing techniques

Generation date

Timestamp marking the creation of the current dataset

yyyy-MM-dd'T'HH:mm:ss

Data type

Identifies the data type contained in the current set, and provides
insights into how the data is organized, its potential use cases,
and the challenges associated with handling and using it

Structured
Unstructured

Web scraping/Crawling
Feeds

Generation method

Identifies how the data was produced (data mining, machine-generated,
loT sensors, etc.)

Syndication
Data mining

Intended use and restrictions
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Identifies the intended use of the data and which downstream audiences
should not be allowed access to the current dataset

Machine generated/MLOps
Sensor and loT output

Intended use
Restricted audience

Social media
User generated content
Primary user source

-



https://dataandtrustalliance.org/

METRIC model for data quality (Schwabe, 2024)

-framework
for evaluating
data quality of

medical training data

-—
......
_———

Informativeness
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Concerns for US government data

Probably most prolific source of health Implications
(and other) data is US government + Undermines “data democracy” (Ponce,
« Recent political developments may undermine 2025)

« Potential loss of “unarchivable sites” (Cole,

Many sources — Data.gov, 2025)

HealthData.gov, National Institutes of
Health (NIH), etc. Solutions

Recent actions « Archive Data.gov (Goldstein, 2025)

. Many sources disappearing (Freilich, 2025; * Need "more .than snapshots,” e.g., data
Palmer, 2025; Carroll, 2025) accessible via APIs (Rak, 2025)

Disbanding of NHANES (Cooney, 2025)

« Alteration of data, e.g., changing names of
fields or their data elements, including but not
limited to gender/sex (Freilich, 2025)

5.2 - Hersh - AMIA



https://data.gov/
https://healthdata.gov/
https://www.nih.gov/
https://www.nih.gov/

Data science workforce

Data science called “sexiest profession of the 215t century” (Davenport, 2012)

Needs include “light quants” and “analytical translators” (Davenport, 2015)

 Early studies noted need not only for “deep analytical talent” but five-fold around them with
skills in data management and interpretation (Manyika, 2011; IDC, 2014; Anaconda, 2022)

Occupational outlook is bright
« 245,900 jobs now, 82,500 anticipated in next 10 years (BLS, 2025)

« Including for clinical data managers (O*Net, 2025)
« Although may be impacted by Al (BLS, 2025)

Contrasting jobs in data science vs. health informatics (Hoffman, 2021)
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